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ABSTRACT

The digital revolution has fundamentally transformed the creation, reproduction, dissemination 

and consumption of copyrighted works. The Internet, social-media platforms, streaming services, 

cloud computing, peer-to-peer networks and artificial intelligence have created unprecedented 

opportunities  for  authors,  artists,  performers,  publishers  and  other  copyright  owners  to 

communicate  their  works  to  global  audiences.  Simultaneously,  the  same  technological 

infrastructure  has  enabled copyrighted material  to  be  reproduced,  modified and disseminated 

instantaneously, inexpensively and across national borders without authorization. Consequently, 

copyright infringement in the digital environment presents challenges that are  qualitatively and 

quantitatively different from conventional physical  piracy.  The present research examines the 

changing nature of  copyright  infringement in the digital  age with particular  emphasis  on the 

Indian legal framework. It analyses the Copyright Act, 1957, especially the changes introduced 

by  the  Copyright  (Amendment)  Act,  2012,  and  examines  the  interaction  between  copyright 

protection, technological protection measures, intermediary liability and digital enforcement. The 

study further considers the international framework established through the Berne Convention, 

the  Agreement on Trade-Related Aspects of Intellectual Property  Rights (TRIPS), the WIPO 

Copyright  Treaty  (WCT)  and  the  WIPO  Performances  and  Phonograms  Treaty  (WPPT). 

Particular attention is devoted to online piracy, peer-to-peer networks, illegal streaming, rogue 

websites,  social-media  infringement,  digital  rights  management,  notice-andtakedown 

mechanisms, intermediary responsibility, jurisdictional problems and dynamic injunctions. The 

paper also examines emerging copyright questions arising from generative artificial intelligence, 

including the use of copyrighted works for AI training, the legal status of AIgenerated outputs  

and the continuing relevance of human authorship. The study argues that conventional copyright 
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principles remain legally relevant but traditional enforcement mechanisms are inadequate when 

applied in  isolation to  instantaneous,  decentralized and transnational   infringement.  Effective 

digital copyright governance requires a coordinated combination of proportionate legal remedies, 

technological measures, responsible intermediary participation, accessible licensing mechanisms, 

international cooperation and adequate safeguards for fair dealing and other legitimate uses.

Keywords: Copyright,  Copyright  Infringement,  Internet,            Artificial  Intelligence, 

Intermediary Liability.

I. INTRODUCTION

Copyright law represents one of the principal  legal mechanisms through which modern legal 

systems  encourage intellectual and artistic creativity. By granting creators and other right holders  

a  limited  bundle  of  exclusive  rights,  copyright  law  seeks  to  provide  economic  and  moral 

incentives for the creation and dissemination of literary,  dramatic,  musical,  artistic and other  

creative works.

At  the  same  time,  copyright  has  never  represented  an  unlimited  proprietary  monopoly.  Its 

legitimacy depends upon maintaining an appropriate equilibrium between the rights of authors 

and the broader public interest  in education,  research,  criticism, dissemination of knowledge, 

technological development and cultural participation. The emergence of digital technology has 

substantially altered this equilibrium.

In  the  traditional  physical  environment,  large-scale  reproduction  ordinarily  required  printing 

presses, recording equipment, manufacturing infrastructure and physical distribution networks. 

The cost and logistical difficulty associated with reproduction itself imposed practical limitations 

upon infringement.

Digital  technology  has  largely  eliminated  these  limitations.  A  digital  copy  of  a  book,  film, 

photograph, musical recording, computer program or artistic work may be reproduced almost 

instantaneously. Successive copies may retain substantially identical quality. The copied material 

may thereafter be communicated through websites, socialmedia platforms, messaging services, 

cloud-storage systems or peer-to-peer networks to users located throughout the world.

Thus, the distinction between an individual consumer and a mass distributor has substantially 

diminished. A person possessing a smartphone and Internet connection may potentially reproduce 

and communicate copyrighted  material to thousands or millions of persons.
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The digital environment therefore creates what may be described as a  copyright enforcement 

asymmetry:  infringement  can  occur  globally  within  minutes,  whereas  investigation, 

identification of defendants, service of legal process and judicial enforcement may require weeks, 

months or even years.

This disparity raises a fundamental question:

Can  a  legal  regime  developed  primarily  around  territorially  identifiable  acts  of 

reproduction  and  distribution  effectively  regulate  instantaneous,  decentralized  and 

transnational digital infringement?

The  problem  has  become  still  more  complex  with  the  emergence  of  artificial  intelligence. 

Generative  AI  systems  may  be  trained  using  enormous  quantities  of  text,  images,  music, 

computer code and other material. They can subsequently generate new outputs in response to 

user  instructions.  This  raises  difficult  questions  concerning  reproduction  during  training, 

licensing,  authorship,  infringement  and  the  distinction  between  protected   expression  and 

unprotected ideas, facts or styles.

The challenge for contemporary copyright law is therefore not simply to strengthen enforcement. 

It is to develop an enforcement architecture sufficiently effective to protect legitimate copyright 

interests while remaining proportionate, technologically adaptable and compatible with lawful 

uses and fundamental public interests.

II. STATEMENT OF THE PROBLEM

The  digital  environment  has  substantially  weakened  the  practical  barriers  that  historically 

restricted  copyright  infringement.  Contemporary  infringement  is  characterized  by  speed, 

scalability, anonymity, decentralization and transnational accessibility.

Copyright owners face several interconnected problems:

1. Unauthorized digital reproduction;

2. Large-scale online dissemination;

3. Peer-to-peer file sharing;

4. Unauthorized streaming;

5. Rogue and mirror websites;

6. Social-media infringement;
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7. Difficulty identifying anonymous infringers;

8. Cross-border jurisdictional obstacles;

9. Repeated re-uploading after takedown;

10. Circumvention of technological protection measures;

11. Intermediary responsibility; and

12. Emerging artificial-intelligence-related uses of copyrighted material.

Traditional  remedies  directed  exclusively  against  the  immediate  infringer  may  therefore  be 

insufficient.

Conversely,  excessively  broad  blocking,  automated  filtering  or  intermediary  liability  may 

adversely affect legitimate expression, innovation and access to knowledge.

The  central  research  problem  is  accordingly  to  determine  how  copyright  law  can  provide 

effective protection in digital networks without creating disproportionate restrictions upon lawful 

activity.

III. OBJECTIVES OF THE STUDY

The study has the following objectives:

1. To examine the nature and theoretical foundations of copyright protection.

2. To analyse how digital technology has transformed  copyright infringement.

3. To identify major forms of online copyright infringement.

4. To examine the adequacy of the Copyright Act, 1957 in addressing digital infringement.

5. To analyse technological protection measures under Indian copyright law.

6. To examine intermediary liability and notice-and-takedown mechanisms.

7. To study judicial responses to rogue websites and online piracy.

8. To analyse the development and significance of dynamic injunctions in India.

9. To  examine  jurisdictional  and  evidentiary  difficulties  associated  with  transnational 

infringement.

10. To analyse international legal standards governing digital copyright.

11. To examine emerging copyright issues relating to artificial intelligence.

12. To evaluate the relationship between copyright enforcement and fair dealing.

13. To  propose  legal,  technological  and  institutional  reforms  for  effective  copyright 

protection.
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IV. RESEARCH QUESTIONS

The study seeks to answer the following questions:

1. How  has  digital  technology  altered  the  nature,  scale  and  consequences  of  copyright 

infringement?

2. Whether the Copyright Act, 1957 provides an adequate legal framework for addressing 

contemporary online  infringement?

3. What role should Internet intermediaries play in copyright enforcement?

V. HYPOTHESIS

The research proceeds upon the following hypothesis: The substantive principles of copyright 

law  remain  capable  of  application  to  digital  works,  but  traditional  enforcement 

mechanisms,  when  used  in  isolation,  are  inadequate  to  address  the  instantaneous, 

decentralized, anonymous and transnational character of digital infringement.

Effective  protection therefore  requires  a  coordinated regulatory model  combining substantive 

copyright rights, expeditious judicial remedies, technological protection measures, proportionate 

intermediary  cooperation,  international  coordination,  efficient  licensing  mechanisms  and 

safeguards for legitimate uses.

VI. RESEARCH METHODOLOGY

The research adopts a doctrinal, analytical and comparative methodology.

The  doctrinal  component  examines  statutory  provisions,  international  treaties  and  judicial 

decisions governing copyright protection and enforcement.

Primary sources include:

• The Copyright Act, 1957;

• The Copyright (Amendment) Act, 2012;

• The Information Technology Act, 2000;

• Relevant subordinate legislation;

• Judicial decisions of the Supreme Court of India and High  Courts;

• The Berne Convention;

• The TRIPS Agreement;

• The WIPO Copyright Treaty; and
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• The WIPO Performances and Phonograms Treaty.

Secondary  sources  include  academic  books,  journal  articles,  institutional  reports,  legal 

commentaries and materials published by WIPO, WTO and relevant governmental  institutions.

The  comparative  dimension  is  employed  selectively  to  understand  international  responses  to 

online copyright infringement, intermediary liability and technological change.

The  study  does  not  attempt  an  empirical  measurement  of  the  volume  of  digital  piracy.  Its 

principal concern is the doctrinal adequacy and policy effectiveness of legal responses to digital  

infringement.

VII. REVIEW OF LITERATURE

The  relationship  between  copyright  and  technological  development  has  generated  extensive 

academic  debate.  One  school  of  thought  emphasizes  the  importance  of  strong  copyright 

protection  as  an  economic  incentive  for  creativity  and  investment.  Digital  reproduction 

substantially  reduces  the  cost  of  unauthorized copying and may consequently  undermine the 

ability  of  authors,  publishers,  film producers,  software  developers  and other  right  holders  to 

recover investments.

A second body of  scholarship emphasizes  the danger  of  excessive copyright  control.  Digital 

technologies facilitate not merely piracy but also education, transformative creativity, research, 

criticism, collaborative production and dissemination of knowledge. Over-expansive copyright 

enforcement  may  therefore  create  what  scholars  describe  as  an  excessive  enclosure  of  the 

intellectual and cultural commons.

Lawrence  Lessig's  scholarship  concerning  digital  culture  has  prominently  examined  the 

relationship between copyright regulation, technological architecture and creative freedom. His 

work illustrates that control over digital culture may arise not only from legal rules but also from 

technological design.

Pamela  Samuelson  and  other  scholars  have  examined  the  difficulties  involved  in  adapting 

copyright  doctrine  to  computer  technology,  digital  networks  and  technological  protection 

systems.
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International  scholarship  surrounding  the  WIPO  Internet  Treaties  similarly  demonstrates  an 

attempt to adapt copyright protection to the networked environment by recognizing technological 

protection measures and rightsmanagement information.

Indian  scholarship  increasingly  focuses  upon  intermediary  liability,  digital  piracy,  website 

blocking and the consequences of technological change following the Copyright (Amendment) 

Act, 2012.

More  recently,  generative  artificial  intelligence  has  shifted  the  debate  from  straightforward 

unauthorized distribution towards more complex questions: whether machine-learning processes 

involve legally significant reproduction, whether licensing should be required for training data, 

how copyright exceptions apply, and whether outputs may  infringe pre-existing works.

The existing literature therefore reveals a persistent tension between two objectives:  effective 

protection of creative investment and preservation of sufficient freedom for technological, 

cultural and intellectual development. The present research attempts to integrate these concerns 

within the Indian legal framework.

VIII. CONCEPT AND PHILOSOPHICAL BASIS OF COPYRIGHT

Copyright may be justified through several overlapping theoretical approaches.

8.1 Natural Rights Theory: The natural-rights perspective treats creative works as products of 

intellectual labour. An author who invests skill, effort and intellectual personality in creating a 

work possesses a legitimate claim to control certain uses of that work.

8.2 Incentive Theory: The utilitarian or incentive justification views copyright as a mechanism 

for  encouraging  creation.  Producing  books,  films,  music,  software  and  other  creative  works 

frequently  requires  substantial  investment.  Exclusive  rights  permit  creators  and  investors  to 

recover costs and receive economic rewards.

8.3 Personality Theory: Certain creative works embody the personality and intellectual identity 

of their authors. This conception helps explain moral rights, including the  author's interest in 

attribution and integrity.

8.4 Social-Welfare Theory: Copyright ultimately serves a broader social objective. Protection is 

not  an  end  in  itself;  it  seeks  to  encourage  the  creation  and  dissemination  of  cultural  and 

intellectual works.
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Consequently,  copyright  systems  generally  contain  limited  terms  of  protection  and  statutory 

exceptions.

The digital-age challenge is therefore fundamentally one of balance rather than absolutism.

IX. COPYRIGHT UNDER THE INDIAN LEGAL FRAMEWORK

The Copyright Act, 1957 is the principal legislation governing copyright in India.

Section  13  recognizes  copyright  in  specified  categories  of  works,  including original  literary, 

dramatic,  musical  and  artistic  works,  cinematograph  films  and  sound  recordings.  Section  14 

defines  copyright  through the  exclusive  rights  available  in  relation  to  different  categories  of 

works.

Depending upon the work, these rights include reproduction, issuing copies, public performance, 

communication to the public, translation and adaptation.

Digital  technologies implicate these rights continuously.  Uploading may involve reproduction 

and communication; downloading ordinarily results in creation of a copy; streaming may involve 

technological reproductions and communication; cloud storage may involve copies  distributed 

across infrastructure.

The  fundamental  legal  principles  are  therefore  technologically  adaptable  even  though  the 

technological environment has dramatically changed.

X. COPYRIGHT INFRINGEMENT UNDER SECTION 51

Section  51  of  the  Copyright  Act  provides  the  principal  statutory  framework  governing 

infringement.

In broad terms, infringement arises where, without licence or contrary to the conditions of a 

licence, a person performs an act that falls within the exclusive rights of the copyright owner, 

subject to the statutory framework.

In the digital environment, potentially infringing conduct may include:

• Uploading copyrighted films;

• Distributing pirated e-books;

• Sharing unauthorized software;

• Uploading copyrighted music;
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• Operating piracy websites;

• Making unauthorized digital reproductions;

• Providing unauthorized streams; and

• Commercially distributing protected photographs or artistic works.

However, the existence of copying does not automatically conclude the legal inquiry. The court 

must determine whether protected expression has been taken, whether the relevant exclusive right 

has been implicated, whether authorization exists and whether a statutory exception applies.

XI. FAIR DEALING AND SECTION 52

Copyright protection must be examined together with Section 52 of the Copyright Act, which 

specifies acts that do not constitute infringement.

The statutory exceptions preserve legitimate  space for  activities  including specified forms of 

private or personal use, research, criticism, review and reporting of current events.

The Supreme Court's decision in Eastern Book Company v. D.B. Modak, (2008) 1 SCC 1, is 

significant in Indian copyright jurisprudence for its discussion of originality and the relationship 

between protection and the public domain.

Although  the  case  did  not  arise  from  modern  generative  AI  or  contemporary  social-media 

infringement, its broader approach illustrates the necessity of identifying protectable intellectual 

contribution rather than extending monopoly over material that copyright law does not protect.

Fair  dealing  becomes  particularly  important  online  because  digital  communication  inherently 

involves copying.

An  excessively  mechanical  approach  under  which  every  technical  reproduction  constitutes 

actionable infringement would be inconsistent with the structure and purposes of copyright law.

XII. FORMS OF DIGITAL COPYRIGHT INFRINGEMENT

12.1  Online  Piracy:  Online  piracy  involves  unauthorized  reproduction  and  distribution  of 

copyrighted material through digital networks.

Films, music, books, software and photographs are  particularly vulnerable.
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12.2 Peer-to-Peer Networks:  Peer-to-peer technology permits users to exchange files directly. 

Bit Torrent-based systems are particularly difficult to regulate because files may be distributed 

simultaneously by large numbers of users rather than through one central source.

12.3 Illegal Streaming: Unauthorized streaming websites distribute copyrighted films, television 

programmes and live sporting events without appropriate licences.

Live-event piracy presents a special problem: much of the economic value of a sporting event or  

premiere may disappear once the event has concluded.

12.4  Cyber  lockers:  File-hosting  services  may  be  used  legitimately  but  can  also  facilitate 

unauthorized storage and distribution.

12.5 Social-Media Infringement: Copyrighted  photographs, music, video clips and artwork are 

frequently reproduced through social networks.

The  misconception  that  online  availability  equals  publicdomain  status  remains  widespread. 

Accessibility and absence of copyright are fundamentally different legal concepts.

12.6  Software  Piracy:  Unauthorized  copying,  cracking  and  distribution  of  software  causes 

economic harm and may create additional cyber security risks.

12.7  E-Book  and  Academic  Piracy:  Digitization  has  enabled  entire  books  and  academic 

publications  to  be  reproduced  and  distributed  through  websites,  cloud  drives  and  messaging 

groups.

The  issue  requires  careful  balancing  because  access  to  knowledge  is  socially  important,  but 

widespread unauthorized commercial substitution can undermine  publishing incentives.

XIII. DISTINCTIVE CHARACTERISTICS OF DIGITAL INFRINGEMENT

Digital infringement differs from conventional infringement in several respects.

1. Perfect  Reproducibility:  Successive  digital  copies  may  retain  essentially  identical 

quality.

2. Minimal Marginal Cost: Millions of copies can  theoretically be generated at negligible 

additional cost.

3. Instantaneous Distribution: A work may become  globally available within seconds.

4. Anonymity: False identities, VPNs and proxy services complicate identification.
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5. Territorial  Fragmentation:  Operators,  servers,  intermediaries  and  users  may  all  be 

located in different jurisdictions.

6. Persistence: Removed material may immediately  reappear.

7. Automation: Software may automatically reproduce, index, cache or distribute content at 

enormous scale.

These  characteristics  demonstrate  why  enforcement  strategies  developed  for  physical  piracy 

cannot simply be transferred unchanged to digital networks.

XIV. TECHNOLOGICAL PROTECTION MEASURES

The  Copyright  (Amendment)  Act,  2012  introduced  important  provisions  dealing  with 

technological measures.

14.1 Section 65-A: Section 65A provides legal protection concerning circumvention of effective 

technological measures applied for protecting rights conferred by the Act, subject to its statutory 

requirements  and  exceptions. The  provision  reflects  the  recognition  that  digital  copyright 

protection increasingly depends upon technological  architecture.

14.2  Section  65-B:  Section  65B  protects  rightsmanagement  information  against  specified 

unauthorized  removal  or  alteration  and  subsequent  dealings  undertaken  with  the  requisite 

knowledge.

Rights-management information may identify:

The work;

• Its author;

• The copyright owner; • Licensing information; and

• Conditions governing use.

Sections 65A and 65B therefore supplement conventional infringement law by protecting the 

technological and informational infrastructure through which digital copyright is administered.

XV. DIGITAL RIGHTS MANAGEMENT

Digital Rights Management refers to technological systems through which access to and use of  

digital works can be controlled.

DRM technologies include:
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• Encryption;

• Digital watermarking;

• Access controls;

• Copy restrictions;

• Authentication;

• Digital fingerprinting; and  Licence-management technology.

DRM can significantly reduce unauthorized copying. It also enables innovative business models 

such as subscription streaming and time-limited access.

However, DRM creates its own legal concerns.

Technological restrictions may sometimes prevent activities that copyright law itself permits. A 

lawful researcher, critic or educator may encounter technological barriers even where a statutory 

exception would otherwise apply.

Therefore,  technological  enforcement  should  supplement  copyright  law  rather  than  silently 

redefine its substantive boundaries.

XVI. INTERMEDIARY LIABILITY IN INDIA

Intermediaries occupy a central position in digital copyright enforcement.

The Internet operates through:

• Internet service providers;

• Hosting providers;

• Social-media platforms;

• Search engines;

Online marketplaces;

• Cloud services;

• Domain registrars; and

• Content-sharing platforms.

The Information Technology Act, 2000 contains the principal statutory framework concerning 

intermediary safe harbour, particularly Section 79, subject to the conditions prescribed by law.

1661



           Volume 3 – Issue 1          Indian Journal of Contemporary Legal and Social Issues (Peer-Reviewed)           ISSN: 2583-2824 

A significant Supreme Court decision concerning  intermediary liability is  Shreya Singhal v. 

Union of India, (2015) 5 SCC 1.

Although Shreya Singhal was principally a constitutional challenge involving provisions of the 

Information Technology Act  rather  than a copyright  infringement action,  its  interpretation of 

intermediary obligations and the concept of “actual knowledge” remains important to the broader 

Indian intermediary-liability framework.

Copyright disputes must,  however,  be analysed with due regard to the specific provisions of 

copyright law and the factual role played by the intermediary.

The policy objective should be to distinguish genuinely passive infrastructure from actors that 

materially  participate in or knowingly facilitate unlawful exploitation.

XVII. NOTICE-AND-TAKEDOWN SYSTEMS

Notice-and-takedown procedures provide a comparatively rapid mechanism for addressing online 

infringement.

The general model involves:

1. Identification of allegedly infringing material;

2. Notification to the relevant intermediary;

3. Assessment under applicable legal requirements;

4. Removal or disabling of access where appropriate; and

5. Possible restoration or challenge where the claim is disputed.

The system provides important advantages because it may reduce the need for litigation against  

every individual uploader.

Nevertheless, it is vulnerable to abuse.

Invalid notices may suppress:

• Criticism;

• Reviews;

• Educational material;

• Political commentary;

• Parody; or

• Other legitimate expression.
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Procedural  safeguards,  transparency  and  meaningful  mechanisms  for  contesting  wrongful 

removal are therefore necessary.

XVIII. INDIAN JUDICIAL RESPONSE TO ONLINE PIRACY

Indian courts have progressively developed remedies  specifically suited to online infringement.

One of the most significant decisions is:

UTV Software Communication Ltd. v. 1337X.to

The Delhi High Court  in  UTV Software Communication Ltd.  v.  1337X.to addressed websites 

substantially dedicated to making infringing content available.

The  judgment  developed  the  concept  of  rogue  websites and  considered  factors  relevant  to 

identifying  websites  whose  principal  purpose  is  facilitating  copyright  infringement.  More 

importantly, the Court recognized the utility of dynamic injunctions.

The problem with an ordinary blocking injunction is straightforward. Once a domain is blocked, 

the operator may create:

• A mirror website;

• A redirect website;

• An alphanumeric variation; or

• Another domain providing substantially the same infringing content.

If  the  copyright  owner  were  required  to  institute  fresh  proceedings  every  time  the  piracy 

operation changed its URL, judicial protection would become practically  ineffective.

Dynamic  injunctions  seek  to  prevent  that  outcome  by  enabling  blocking  relief  to  adapt  to 

subsequently identified mirror or redirect websites, subject to the procedure prescribed by the 

court.

The  decision  represents  a  significant  example  of  judicial  adaptation  of  traditional  equitable 

remedies to digital technology.

XIX. JOHN DOE/ASHOK KUMAR ORDERS

Indian courts have also used so-called John Doe or Ashok Kumar orders where the identities of 

potential infringers are unknown.
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Such orders  can be valuable  in  circumstances where infringement  is  imminent  but  the exact 

identity of the infringer cannot reasonably be determined beforehand.

They have particular relevance to:

• Film piracy;

• Live sports broadcasts;

• Unauthorized cable transmission; and

• Online streaming.

However,  these  remedies  must  be  carefully  structured.  Overly  broad  orders  may  result  in 

blocking legitimate content or lawful websites.

Proportionality and procedural supervision are therefore essential.

XX. DYNAMIC INJUNCTIONS: EFFECTIVENESS AND CONCERNS

Dynamic injunctions represent one of the most important contemporary remedies against online 

piracy.

Their principal advantages include:

1. Rapid response;

2. Reduced repetitive litigation;

3. Coverage of mirror websites;

4. Deterrence of domain migration; and

5. Practical effectiveness against structurally infringing platforms.

Nevertheless, several concerns arise.

First, a dynamic order should not become a mechanism for unrestricted private censorship.

Second,  there  must  be  sufficient  evidence  connecting  a  newly  identified  domain  with  the 

infringing operation.

Third, innocent websites should have meaningful  opportunities to challenge wrongful blocking.

Fourth,  orders  should  remain  targeted  towards  infringing  locations  rather  than  unnecessarily 

restricting access to lawful material.

The future development of dynamic injunction  jurisprudence should therefore emphasize speed 

combined with procedural safeguards.
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XXI. JURISDICTION IN CYBERSPACE

Copyright is territorial, whereas the Internet is global.

This produces difficult jurisdictional questions.

An infringing website may be:

• Registered in one jurisdiction;

• Hosted in another;

• Operated from a third;

• Monetized through services in a fourth; and

• Accessible in india.

Indian courts have confronted Internet jurisdiction in cases such as  Banyan Tree Holding (P) 

Ltd. v. A. Murali Krishna Reddy, 2010 (42) PTC 361 (Del) (DB).

Although  arising  in  an  intellectual-property  context  beyond  straightforward  digital  copyright 

piracy,  the  decision  is  important  in  considering  when  online  activity  establishes  a  sufficient 

connection with the forum.

A  sustainable  jurisdictional  approach  must  distinguish  mere  universal  accessibility  from 

meaningful targeting or commercial interaction with the forum.

Otherwise,  every  website  could  theoretically  be  subjected  to  jurisdiction  everywhere  merely 

because it can be accessed globally.

XXII. DIGITAL EVIDENCE AND ENFORCEMENT

Successful copyright enforcement depends upon reliable evidence.

Relevant digital evidence may include:

• Website captures;

• URLS;

• Server logs;

• Subscriber information;

• Domain-registration records;

• Payment records;

• Metadata;
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• Digital fingerprints;

• Source files; and

• Records maintained by intermediaries.

Digital evidence presents particular difficulties because it can be rapidly altered or deleted.

Preservation therefore becomes critical.

Cross-border  evidence creates  an additional  problem where relevant  data  is  controlled by an 

entity outside India.

Effective enforcement consequently requires cooperation between courts, investigators, service 

providers and foreign authorities.

XXIII. INTERNATIONAL COPYRIGHT FRAMEWORK

23.1 Berne Convention: The Berne Convention for the Protection of Literary and Artistic Works 

forms the foundation of international copyright law.

Important principles include:

• National treatment;

• Automatic protection; and

• Minimum standards of protection.

The Convention predates the Internet but its principles continue to provide the foundation upon 

which digital copyright protection operates.

a. TRIPS  Agreement:  The  TRIPS  Agreement  incorporated  intellectual-property 

protection into the multilateral trade system.

Its copyright provisions operate in conjunction with the  Berne framework, while its enforcement 

provisions require Members to make effective procedures and remedies  available.

The  importance  of  TRIPS in  the  digital  age  lies  particularly  in  its  emphasis  upon  effective  

enforcement, provisional remedies and deterrence.

b. WIPO Copyright Treaty: The WIPO Copyright Treaty was adopted in response 

to technological changes  associated with digital networks.

The WCT addresses rights relevant to digital exploitation and contains obligations concerning 

technological protection measures and rights-management information.
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c. WIPO  Performances  and  Phonograms  Treaty:  The  WPPT  provides 

corresponding  international  protection  concerning  performers  and  producers  of 

phonograms. The WCT and WPPT are commonly characterized as the  WIPO 

Internet Treaties.

Together, these instruments demonstrate international recognition that copyright protection must 

evolve in response to networked technologies.

XXIV. COMPARATIVE PERSPECTIVE: THE UNITED STATES

The United States' Digital Millennium Copyright Act (DMCA), enacted in 1998, represents an 

influential  legislative response to online copyright infringement.

Its framework includes:

• Protection for technological measures;

• Provisions concerning copyright-management information;

• Conditional safe harbours for qualifying online service providers; and

• Notice-and-takedown procedures.

The DMCA model demonstrates the potential advantages of a structured intermediary-liability 

regime.

It also illustrates its risks.

Automated  or  aggressive  takedown  requests  can  result  in  removal  of  lawful  material. 

Comparative experience therefore demonstrates the importance of counternotification, good-faith 

requirements and safeguards against abusive claims.

India need not reproduce another jurisdiction's model wholesale. Comparative law is most useful 

when adapted to domestic constitutional, statutory and institutional conditions.

XXV. COPYRIGHT AND ARTIFICIAL INTELLIGENCE

Generative artificial intelligence represents perhaps the most significant emerging challenge to 

contemporary copyright law.

AI systems capable of producing text, photographs, artwork, music, video and computer code 

raise multiple distinct legal questions.
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25.1 Copyrighted Works as Training Data: Modern AI models may be trained using extremely 

large datasets. Where those datasets contain copyrighted works, questions arise concerning:

1. Whether copies are created during training;

2. Whether such reproduction falls within an exclusive right;

3. Whether authorization is necessary;

4. Whether a statutory limitation or exception applies;

5. Whether the source of training material matters; and

6. Whether licensing mechanisms can provide an appropriate solution.

These questions remain the subject of active litigation and policy development internationally and 

should not be treated as conclusively resolved by a single universal rule.  25.2 AI-Generated 

Outputs and Infringement:  A separate issue arises where AI-generated output resembles an 

existing copyrighted work. The relevant legal question should not simply be whether two works 

appear generally similar. Copyright protects expression rather than abstract ideas, concepts or 

general artistic methods. Infringement analysis therefore requires examination of whether legally 

protectable expression has been reproduced to the degree required by applicable law.

25.3  Authorship  of  AI-Generated  Works:  Copyright  law  traditionally  assumes  human 

intellectual creation. Generative AI complicates this assumption. Different situations should be 

distinguished:

entirely  autonomous  machine  output;  human-created  work  merely  assisted  by  AI;  output 

generated through substantial human selection and iterative control;

• AI-generated material subsequently substantially edited by a human.

The appropriate legal result may differ depending upon the nature and degree of human creative 

contribution.  25.4  Indian  Position:  Indian  copyright  law  contains  statutory  concepts  of 

authorship  relevant  to  computergenerated  works.  However,  modern  generative  AI  presents 

factual and conceptual circumstances far more complex than those contemplated when earlier 

statutory  terminology was  developed. Future  judicial  and legislative  clarification  is  therefore 

likely to be necessary.
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XXVI. DEEPFAKES, SYNTHETIC MEDIA AND COPYRIGHT

Artificial intelligence also enables realistic synthetic images, voices and videos. Deep-fakes may 

involve multiple legal interests simultaneously:

• copyright;  performers' rights; privacy; personality interests;

• passing off;

• defamation;

• fraud; and

• misinformation.

Copyright law alone cannot solve all problems created by synthetic media.

This demonstrates a  broader lesson:  digital  copyright  policy increasingly intersects  with data 

protection, platform regulation, consumer protection and artificial-intelligence governance.

XXVII. SOCIAL MEDIA, MEMES, REMIX CULTURE AND COPYRIGHT

Digital culture is increasingly participatory.

Users create:

• Memes;

• Reaction videos;

• Remixes;

• Fan edits;

Short-form videos;

Mashups; and  Commentary incorporating existing works.

These activities illustrate the difficulty of applying copyright rules mechanically.

Some uses may constitute infringement. Others may fall within statutory exceptions or involve 

only unprotected elements.

A balanced legal regime must therefore distinguish commercial substitution and unauthorized 

exploitation from legitimate criticism, review, research, commentary and other protected uses.
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XXVIII. COPYRIGHT AND FREEDOM OF EXPRESSION

Copyright enforcement can affect freedom of expression because copyrighted material itself may 

constitute the subject of public criticism, commentary or political debate. An excessively broad 

injunction could prevent legitimate speech.

Similarly, automated content-filtering systems may lack the contextual sophistication necessary 

to distinguish piracy from criticism or lawful quotation.

Courts and policy makers should consequently apply principles of necessity and proportionality 

when designing digital enforcement measures.

Copyright enforcement should protect expression without becoming an unjustified mechanism for 

suppressing  expression.

XXIX. COPYRIGHT AND ACCESS TO EDUCATION

The digital environment has dramatically expanded  educational access.

Students and researchers can obtain academic materials without geographical  barriers.  At the 

same time, unauthorized reproduction of entire textbooks and academic databases may undermine 

legitimate publishing markets. The solution cannot be reduced to choosing between unrestricted 

copying and absolute control.

Potential responses include:

• institutional licensing;

• affordable digital editions;

• library-access models;

• open-access publishing; • educational exceptions; and

• collective licensing.

An  effective  copyright  system  should  encourage  both  creation  of  educational  works  and 

meaningful access to knowledge.

XXX. PRINCIPAL CHALLENGES IN DIGITAL COPYRIGHT ENFORCEMENT

The analysis identifies the following major challenges:

30.1 Anonymity:  Identifying the real operator behind an infringing account or website can be 

difficult.
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30.2 Cross-Border Infringement: Digital piracy frequently involves multiple jurisdictions.

30.3 Rapid Replication: Infringing material may be reproduced faster than it can be removed.

30.4 Mirror Websites: Domain blocking can be  circumvented through new domains.

30.5 Cost: Litigation may be prohibitively expensive for individual creators.

30.6 Delay: Traditional litigation may be too slow for realtime digital harm.

30.7  Technological  Complexity:  Judicial  and  investigative  institutions  require  specialized 

understanding of digital systems.

30.8 Over-Enforcement: Automated copyright enforcement may suppress lawful content.

30.9 Intermediary Dependence:  Effective enforcement  frequently requires  cooperation from 

private platforms.

30.10  AI-Related  Uncertainty;  Existing  statutory  concepts  may  not  answer  every  issue 

generated by machine learning and generative systems.

XXXI. PROPOSED SOLUTIONS

A sustainable response requires multiple complementary measures.

31.1  Expeditious  Judicial  Relief:  Courts  should  continue  developing procedures  capable  of 

responding quickly to digital infringement, particularly live-event piracy and rogue websites.

31.2  Carefully  Supervised  Dynamic  Injunctions:  Dynamic  injunctions  should  be  available 

where necessary but subject to transparent procedures and mechanisms for correcting wrongful 

blocking.

31.3  Efficient  Notice-and-Takedown  Systems:  Right  holders  should  have  accessible 

mechanisms  for  reporting  infringement. At  the  same  time,  users  should  have  meaningful 

procedures for challenging erroneous removals.

31.4 Improved Digital Rights Management: Right holders should increasingly use:

• Watermarking;

• Fingerprinting;

• Encryption;

• Metadata;

• Authentication; and
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• Automated monitoring.

a. Human  Oversight  of  Automated  Enforcement:  Artificial-intelligence-based 

copyright  detection  should  assist  rather  than  completely  replace  human 

decisionmaking. Disputed cases require contextual legal analysis.

b. Accessible  Licensing:  Licensing  should  become simpler  and  more  affordable. 

Technological platforms could facilitate standardized micro-licensing for music, 

images and other commonly reused works.

c. International Cooperation: Governments should improve mechanisms for:

• Digital evidence sharing;

• Identification of commercial infringers;

• Cross-border enforcement;

• Domain-related cooperation; and

• Coordinated action against large piracy networks.

31.8 Specialized Judicial and Investigative Capacity: Continued training in digital copyright, 

online infrastructure and electronic evidence would improve enforcement quality. 31.9 Creator 

Education: Creators should be educated regarding:

• Copyright ownership;

• Contracts;

• Licensing;

• Metadata;

• Digital evidence preservation; and

• Available enforcement procedures.

31.10 Public Copyright Literacy:  Users should  understand that online availability does not 

automatically confer permission to reproduce or redistribute material.

XXXII. RECOMMENDATIONS FOR THE INDIAN LEGAL FRAMEWORK

On the basis of the study, the following reforms merit consideration:

1. Greater Statutory Clarity for Digital Enforcement: The law should provide clear and 

technology-neutral standards applicable to emerging modes of dissemination.

2. Structured Dynamic-Injunction Procedure: A transparent procedural framework could 

provide  greater  consistency  concerning  mirror  and  redirect  websites. 3.  Improved 
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Intermediary Co-ordination:  Procedures  should facilitate  lawful  co-operation among 

right holders, platforms, ISPs, hosting providers and other relevant intermediaries.

1. Safeguards against wrongful takedowns: Effective remedies should be available where 

legitimate content is removed through erroneous or abusive copyright claims.

2. AI-Specific Copyright Review: The legislature and policy institutions should examine:

• AI training;

• Lawful access to training material;

• Licensing;

• Transparency;

• Output infringement;

• Authorship; and

• Preservation of research and innovation.

6.  Alternative  Dispute  Resolution:  Mediation  and  specialized  online  dispute-resolution 

mechanisms could reduce the cost of smaller digital copyright disputes. 7. Collective and Micro-

Licensing: Efficient licensing infrastructure could reduce inadvertent infringement by individual 

digital creators.

a. Strengthening International Enforcement

Cooperation: Commercial  piracy  operations  increasingly  require  coordinated  cross-border 

responses.

b. Periodic  Technology  Review:  Copyright  legislation  should  be  periodically 

evaluated  against  technological  developments  rather  than  amended  only  after 

substantial regulatory gaps emerge.

c. Preservation of Statutory Exceptions:  Digital enforcement mechanisms should 

not nullify fair dealing and other lawful uses in practice.

XXXIII. FINDINGS

The principal findings of this research are:

1. Digital technology has fundamentally transformed the economics and scale of copyright 

infringement.

2. Traditional  copyright  principles  remain  capable  of  regulating  many  forms  of  digital 

conduct.
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3. Enforcement,  rather  than  basic  recognition  of  rights,  constitutes  one  of  the  principal 

challenges in the online environment.

4. The  Copyright  (Amendment)  Act,  2012  significantly  strengthened  India's  response  to 

technological developments through provisions including Sections 65A and 65B.

5. Intermediaries have become indispensable actors in practical copyright enforcement.

6. Intermediary responsibility  must  remain proportionate;  excessive  liability  can produce 

over-removal and inhibit legitimate innovation.

7. Dynamic injunctions represent an important Indian judicial innovation against structurally 

infringing websites.

8. Website  blocking  is  most  legitimate  when  carefully  targeted  and  accompanied  by 

procedural safeguards.

9. Territorial copyright law faces inherent difficulties when applied to globally distributed 

networks.

10. Digital Rights Management is valuable but cannot replace legal remedies.

11. Artificial intelligence raises distinct questions concerning training, outputs and authorship 

that require nuanced treatment rather than categorical assumptions.

12. Automated enforcement creates risks for fair dealing and lawful expression.

13. Affordable  lawful  alternatives  and  efficient  licensing  can  form  part  of  infringement-

reduction policy.

14. International cooperation is essential for effective action against large transnational piracy 

operations.

15. The  future  of  copyright  lies  in  achieving an  equilibrium between  protection,  access, 

innovation and freedom of expression.

XXXIV. CONCLUSION

The digital revolution has not rendered copyright obsolete. On the contrary, the unprecedented 

ease with which intellectual and creative works can be reproduced and disseminated has made 

questions of ownership, attribution and lawful exploitation increasingly important.

What has become inadequate is not necessarily the foundational concept of copyright, but an 

enforcement model designed principally for a physical and territorially confined world.
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The Internet permits instantaneous reproduction, global dissemination, anonymous participation 

and repeated migration of infringing content. Conventional litigation against individual infringers 

therefore cannot constitute the sole response.

Indian  law  has  made  significant  progress  in  adapting  copyright  protection  to  the  digital 

environment.  The  Copyright  (Amendment)  Act,  2012  introduced  important  protection  for 

technological measures and rightsmanagement information. Judicial developments,  particularly 

the emergence of rogue-website blocking and dynamic injunctions, demonstrate the capacity of 

courts to adapt traditional remedies to contemporary technological  realities.

Nevertheless, stronger enforcement alone is not sufficient.

An effective digital copyright system requires cooperation among right holders, intermediaries, 

users, courts and public institutions. It requires technological tools such as  watermarking and 

content  recognition,  but  those  technologies  must  remain  subordinate  to  legal  principles  and 

procedural safeguards.

It also requires recognition that copyright serves both private and public purposes.

Authors and creative industries require meaningful  protection against commercial exploitation of 

their works. At the same time, students, researchers, critics, journalists and subsequent creators 

require sufficient freedom to use existing works in circumstances recognized by law.

Artificial intelligence makes this balancing exercise even more urgent. The use of large datasets 

for machine learning and the production of synthetic content challenge conventional concepts of 

reproduction,  authorship  and  infringement.  Legal  responses  should  be  evidence-based, 

technologically  informed  and  sufficiently  flexible  to  distinguish  harmful  substitution  from 

socially beneficial innovation.

The  most  sustainable  approach  is  therefore  neither  absolute  control  nor  unrestricted  digital 

copying.

A modern copyright regime should be founded upon effective but proportionate enforcement, 

technological  adaptability,  responsible  intermediary  participation,  international 

cooperation, accessible licensing and meaningful protection of legitimate uses.
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The ultimate objective of copyright law in the digital age should remain what it has historically  

sought to achieve: not merely protection of existing works, but creation of an environment in 

which authorship, creativity, knowledge and innovation can continue to flourish.
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